AI[MI/IHI/ICTPAI_[I’IH MYHI/I]IHHAJII)HO]."O OBPA3OBAHI/I$I
BRICEJIKOBCKHII MYHUIIUIIAJIBHBIA PAIOH
KPACHOJAPCKOI'O KPAS

NOCTAHOBJIEHHUE

or 26.07. 2026 v ‘ | Ne 0&;

cr-11a Bricenxu

O6 onpenesieHHH NepedHs yrpo3 6e301aCHOCTH MEPCOHAIbHBIX
JAaHHBIX, AKTYaJbHBIX IIPH 00paboTKe NePCOHATBLHBIX JAHHBIX
B HH(OPMANIHOHHBIX CHCTeMAaX aIMAHUCTPAIIHA MYHHIHIAILHOTO
o6pasoBaHus BrlcekoBeknii MyHHIHIAALHBIA palion Kpacroaapekoro kpas

B mersx BEIDONHEHHS KOMIUIEKCA Mep TO O0eCHeUeHHIO 3aIlHTHl IpaB |
CBQ60,I[ YEIIOBCKa U TpaXxIaHuia IIpH 06pa60TKe €ro IepCOHallbHBIX MAaHHBIX B
aIMAHUCTPAIIMH MYHHITHIATHHOTO 00pa3oBaHms BEBICEIKOBCKUN MYHHIIUIIATBHBIN
" paiton KpacHomapckoro kpas, Bo ucronHerue De/[epallbHOTO 3aKOHA OT 27 WO
2006 1. Ne152-®3 «O nepcoHalIbHBIX JaHHEIX» 10 CTAHOBIAIO '

1. VriBepauTs mepedenh yrpo3 Oe30MaCHOCTH IIEPCOHANBHBIX JIAHHBIX,
aKTyallbHBIX IpH 00paboTKe NEepCOHATBHEIX AaHHBIX B MH(OPMAIHOHHEIX CHCTEMAX
8 IMAHHUCTPAIME MYHHIUIAISHOTO 00pa3oBaHKMA BEICENKOBCKHM MyHHITMIAIBHELH
paiior KpacHomapckoro kpast (IpHIIOKeHUE). '

2. Orgeny MyHHENATANBEHBIR LEHTP  YUpaBleHWs  aIMAHUCTPAI[UY
. MyHHIUIATEEOTO 06pa3oBanua BeicenkoBekuil paiion (AGymaes P.D.) obecrmednts
Pa3MeIIeHNe HACTOSIIEr0 HOCTAHOBICHNS Ha odumanbEOM caiTe AIIMUHHCTPALIAHN
MYHHITATIATEHOTO 00pa30BaHMs BRICETKOBCKUMN PAOH. :

3. KOHTpONb 3a BBIIONHEHHEM HACTOSIIETO [OCTAHOBICHHS BO3JIOXHTH HA -
3aMeCTHTENS TJaBhl MyHHIUNAILHOIO o6pasoBanmsa BBICENKOBCKIN ~ paloH |
Jeontnery H.IL

4, TTocTaHOBICHHE BCTYIIAeT B CUILy CO JHS €T0 IOIIACAHMSL.

T'llaBa MyHUIMIIATEHOTO 06Pa3s0BaHAs // . o
BricenkoBckuil paion A //4/( C.JA.®upeTKoB




HpHJIO)KeHHe

VTBEP}KZ[EH

HOCTaHOBJIeHI/IeM aJZI;MI/IHI/ICTpaI_IHI/I
MyHHIIHHaHBHOFO 06p330BaHI/I5I
BEICEIKOBCKHH. ) MyHI/II[I/IHaHBHBIH
paiton Kpacroqapekoro : Kpaﬂ

or L6 of,mzmo !;Z

1 yIpo: ‘GesomacHocT IIePCOHATBHBIX TaHHBIX, aI{TyaJIBHEIX

P np O6pa6OTKe [ePCOHANBHBIX JIAHHBIX B HHGOPMAHOHHEIX

_CHCTéMax a/MHHFCTPAIIY MyHHIEIAILEOr0 00pa3osanns BricenxoBckmii
© MyHHITMOAIHELM paiion KpacHomapckoro kpas,: -

1. O61mwe monoKeHuT

‘1'1 er'osﬁsl Oe30macHOCTH IEePCOHANBHEIX JIAHHEIX, 'aKTyaJ'IBHLIx pu
'o6pa60TKe ICPCOHANBHEIX [JAHHBIX B MHGOPMALMOHHBIX CHCTEMEX [IEPCOHANBHBIX
J@HHBIX B AJMUHHCTPAlMK MYHHUIMIIAIBEHOTO 0bpa3oBaHus . BEICETKOBCKHH
MYHUIIANATBHEA paion KpacHomapckoro Kpas (namee - ' AKTyanbHBIE yIPO3EL
6esomacroctn MICIT/Ti), ompefesensl B COOTBETCTBAH C YACTHEO 5 crareu 19
 @epmepanpHOro 3akoHa oT 27 mroag 2006 r. Ne 152-@3 «O mepcoHanbHbIX JAHHBIX?,
THOCTAHOBIICHAEM TIpaButensctBa Poccutickoit @enepanuu oT 01 HOA6psa 2012 . Ne
1119 «O6 yrBepx)ncHME TpeOOBaHWE K 3aIMUTe IEPCOHANBHBIX IAHHBIX IPU HX
06paboTke B HHGOPMAIMOHHEIX CHCTEMAaX IEPCOHATBHBIX aHHBIXY, IPHKA30M
@enepanbHOM  CITy OB 10 TEXHHYECKOMY M OKCIIOPTHOMY KOHTPOMIO (ranee -
®CTOK Poccun) or 11 despans 2013 1. Ne 17 «O6 yreepxaenuu TpeGosanuii o
3amqpETe HEPOPMAIIHAH, HE COCTABISIONIEN TOCyIapCTBEHHYIO TaltHy, colepxaieics B
rOCYJapCTBeHHBIX HHOOPMAI[MOHHEIX cHcTeMax», mprkazoM OCTIOK Poccmu ot 18
despams - 2013r. : Ne 21 «O6 yreepxpmenmu CocTaBad M COIEPIKAHMSL
OPraHM3allMOHHBIX W < TEXHHYECKAX Mep 10 OOECTeYeHrI0 Oe30macHOCTH
IEPCOHANBHBIX JIAHHBIX TpH wx oOpaborTke B WHOOPMAIMOHHBIX CHCTEMAaX
IIEpCOHAIBHEIX JAHHEIX). ' | ,,

12 AxTyamsHBIE yrpos3sl GesomacHoctr MCITIIH COI[ep}KaT’ TIEPEICHb
AKTYaNBHEIX ' yIPO3: 6€300aCHOCTH [ePCOHANBHBIX AaHHEIX IIPE X '06paGoTke B
HH(i)OpMaHKOHHBIX CHCTEMAX IepCOHATRHEIX JaHHEX (namee - UCT1Tg): -

- 1.3. AKTyaJIBHBIB YI'PO3EI 6e3onaCHooTH HCT1 /s noamexat az:[an’ranm B XOJIe
paspa6on<1{ - opraHaMu BIACTH  9YaCTHBIX MOAened yrpo3 = 6e30IacHOCTH
HepCOHaJ‘IBH}':IX JaHHBIX I K&XA0H HHQOPMAaHOHHON CHCTEMBI (Jlanee HC).

1.4, HpI/I pazpa60TKe YACTHBIX MOZENeH YIrpo3 6e30IacHOCTH TePCOHATBHEIX
,E[aHHBIX HpOBOI{I/ITCﬂ aHaJms CTPYKTYPHO-(DYHKITHOHAIBHBIX xapaKTemeHK ncC,
BKCHJIyaTpreMOPI HpE[ ocymeCTBJIeHHH byHKIIH u IIOJIHOMOT-IHI/I a TakKxe
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IpUMEHIEMBIX B Hel WHGOOPMAOUOHHBIX TEXHONOIHMH #  ocobeHHOCTEH ee
- QYHKI[MOHUPOBAHKA, B TOM UHCIC C HCHOIB30BAHUEM baiika ,ZEaHHBIX yTpo3
- Ge3onacHoCTH' ‘HHQOpMaTH. ST

| 5 '%B . 44CTHOH MO,II;SJIK yrpo3 6e30macHoCTH HepCOHaJTBHBIX JaHHBIX

E I/ICHI[H 0 ee CprKTypHo cpyHKuHOHam:,HHX XapaKTepHch
. ,om/IoaHHe yrpos Gesolr A:CHOCTI/I IIEPCOHANBHBIX JaHHBIX C YIeTOM
C’OBOKyHHOC’IK IPCATONIOKEHNH] O CrIoco6ax, MOATOTOBKE U HpOBeJIeHHH aTax;
'onncaHHe ‘BO3IMOXKHBIX ys3sumocted MIC, crocoboB peanmsanmi yrpos A

Sl 663011a0H00TI/I% HH(popMaL[HH M IOCIEACTBUNA H&pYIIIeHIfII/I 6esonaCHOCTH
HH@)opMauHH SRS Drmba Ll

1.6, O6’.BGKT8,MI/I HH(bopMaTHaamm BeicTynaroT MC, - HMGIO]‘.T.IHG - CXOMTHYO
CprKTypy W OJIHOTOYEYHOE MOAKIIOUCHHE K CeTAM OOLIero IIOJHG30BaHMsS U (W)
UH(OPMAIHOHHO-TEIEKOMMY HAKAITHOHHOR  CeTH «HTepHeT) ()Ianeeb - CeTh
«VIHTepHeT») Hepe3 BBHIACNCHHYI0 WH(PACTPYKTYPY - MEXKBEJOMCTBEHHYIO CETh
nepesauy 1aHHbRX KpacHogapckoro kpas. o

1.7.  ba3sl pmamHBIX MHQOpPMAIWM, C  HCIOONL30BAHHEM  KOTODBIX
OCYUIECTBILTIOTCS  cOOp, 3amuch, CHUCTEMATH3allusd, HAKOIUICHHWE, — XpaHeHue,
yTOUHEHUe (06HOBJIeHHe M3MEHEHVE) IISPCOHATBHEIX JTAHHBIX rpaxc,z:aH ‘Poccriickoi
Degepaituy, HaxoAaTcs Ha Teppuropuu Poccuiickolt Oenepalin.

1.8. Bsoxm -mepcoHalbHbIX AaHHEIX B MC u BEBON  nmappex w3 MC
OCYIIECTBIAIOTCA C HCIONB30BAHUEM OYMAXKHBIX K OIEKTPOHHBIX HOCHTENeH
HH@):OPM&HHI/I B xauecTBe 5IEKTPOHHEIX HOCUTEICH HH(iaopMaprm " ACTIONB3YIOTCA
YYTeHHBIE - CBEMHBIE 'HocuTenw wudopmarmm, JocTyn K | I/ICHJIH OTpaHuYeH
nepet{HeM COpr,I!;HI/IKOB ABipromuxcs Branensiuem HC. e

1.9 Hepe;::aqa 'HEPCOHANBHBIX J@HHBIX B JIPYr#e  OpraHu3alludl ¥ B
TeppI/ITOpI/IaJ'IBHBIe OpraHbl (hefeparbHEIX OpPraHOB I/ICIIOJIHHTGJIBHOH BJIACTH 110
ceTsaM’ OGIHGI‘O mONmb30BaHHA W (Mom) cetH «MIHTEpHEeT» OCYIIeCTBIAETCS C
HCIONB30BAHAEM ~ CEPTHOHUIIMPOBAHHBIX IIM(MPOBATBHEIX (Kpnmorpa@mqecm)
cpeszTB 3amuThr nEQopManuy (faree - CK3H). »

1.10." KouTpompyemoit zou0i VC aiMUHWCTpATHBHOE 3[AHKE IO aApecy
CT. BLIceJIIcH yi. Jleawna x.37. B mpenenax KOHTPOIHUPYEMOH B0HEBl HAXOIATCA
pa60qne MecTa ‘TIONB30BATENeH, CEPBEPhI, CETEeBOE U TEICKOMMYHUKAIHOHHOE
o6opy)1013aHHe WC. Bue KOHTPOJIUPYEMOM 30HBI HAXOIATCH  IWHHAM TIepeIadun
JaHHBIX - ¥ TeIeKOMMYHMKAIlMOHHOEe  0DopyfoBanue, ncnomsyenaoe TUTS
HH@)opMaIxHOHHoro 06MeHa o CeTsiM  OOIIero HOJIBSOB&HI/IH u’ (HJIH) CEeTH
«I/IHTepHeT» ' e

1. I1. B aI{MI/IHI/ICTpaTIrIBHBIX 3MAHUIX:

“IOIKeH OBITh OPraHM30BaH IIPOITYCKHOM PEXIM; : ,

" HOIDKHO BEITH FCKIIOISHO HEKOHTPOIAPYeMOoe IpeGHBaHHe HOCTOpOHHI/IX JII/III
I/I HGKOHTpOJIpreMOG nepememeﬂne (BBIHOC 3a TIpenemnl 3):[8.HH5{) KOMHB]EO'I‘BPOB u
OPI‘TSXHI/IKI/I . :

HOMGII.IGHI/ISI co Cpe,I[CTBaMI/I BEIYUCIIATENLHON  TEXHUKH - JIOIDKHBI  OBITH

060py,H,OBaHBI 3anﬁpa10mKMHc>1 IBEPSAMU U OTIEIATHIBAIOIIMY YCTPOHCTBAMIL
' " I[OHOJIHI/ITGHBHO MO)KGT OBITH OpTaHK30BaHO BH,ueOHaGJImz[eHﬁe B KOpI/I,Z[Oan




120 SaIIIPITa nepconanbﬂmx manuelx B IC | ceTsix o6mero IIOJB30BAHU,
'no;(KnquaeMbm K cet «WHTepHer», obecIednBacTes '"épéxc:TBaMH 3aIIATEL
AHHtlJOpMaIIHI/I ():Lanee C3I/I) S - '
3ot HecaHKuHOHHpOBaHHoro JocTyna, cepm@nquOBaHHLIMH DOCTOK
_ a7, . He | HEKe ;4 - yPOBHS KOHTPONS OTCYTCTBHA - HGILGKJIaprIPOBaHHBD(
BOBMO)KHOCTCI/I (z(anee HI[B)

: Cpe,E;CTBaMI/I aHTKBprCHOH 3aIlUTHL, cepTHQ}HquOBaHHLMH (I)CT 9K Poccun,
He HIDKe:4 Kacea;; L
o MG}KCCTeBBIMI/I 3KpaHaMH CCpTH(i)I/ID;I/IpOBaHHBIMI/I CDCTSK Poccm& He HyDKe 3
Knacca S SIS R
CK3I/I (bopMprIom;HMH BUPTyaldbHble  JACTHbiE ceTH - (VPN)
cepTH(bHquOBaHHHMH @DCb Poccnu 1o xmaccy KC 1 w Beime; R
- cHcTeMaMy 00Hapy KEeHHS BTOPIKEHNS He HIDKe 4 Kracca. -

2. XapaKTepHCTHKE Ge3011aCHOCTH HHGOPMAIIHOHHELX CHCTEM TIePCOHATBHEIX
» JIaHHBIX

2.1. OcHOBHEIMU CBOHMCTBAME 6e30IACHOCTH HHBOPMAINH SBISEOTCS:
KOHGUICHIIHAIBHOCTE - 00s3aTeNbHoe UL COOMIOISHHUS ‘ONepaToOpoM KA
MHBIM TIOJIY9HBIIIM JOCTYIl K HEPCOHANBHBIM NAHHBIM JIAIOM TpeCoBaHue He
momyckaTh UX pacIpocTpaHeHus O3 coriacus cy6I>eKTa HepCOHa.}'IBHBIX JIRHHBIX AT
HaJIHqH;I MHOTO 3aKOHHOIO OCHOBAHILS; SR
' TENOCTHOCTS - COCTOSIHEE 3allHIEHHOCTH HH(OPMAITHIL, XapaKTepmyeMoe
cnoco6Hocmo VC ofecreanBaTh COXPAHHOCTS M HEU3MEHHOCTS HHGOPMAIAN TIPH
OTBITKAX HCC&HKHI/IOHHPOB&HHBIX BO3JEUCTBUN Ha Hee B Hpouecce O6pa60TKH WA
: XpaHeHKﬂ e : -
,I[OC’I‘YIIHOCTB - COCTOSIHWE MH(OPMAITHH, IIPH KOTOpOM CYG’BGKTBI UMEFOIITHE
IIpaBa IOCTYIIa, MOTYT PEAH30BaTh WX OECIPETATCTBEHHO. ' 5
+2.2: Ilox axTyalbHBIMH YIpo3aMH O0e30IaCHOCTH TICPCOHATBHEIX JAHHBIX
IIOHAMAETCHA * 'COBOKYIHOCTh YCIOBHH ¥  (aKTOpoB, CO3NAIONMX AaKTyabHYIO
- OACHOCTH  HECAHKIMOHHPOBAHHOIO, B TOM 4HCIC CIydaliHOro, JocTyma X
| HepCOHANBHEIM JAHEEIM TIpE MX obpaGotke B VIC, pesymsraroM KOTOPOrO MOIYT
- CTaTh YHWYTOXKCHHME, H3MEHEHHEe, ONOKHpOBaHWE, KOUWPOBAHME, IPeJOCTABIECHUE,
PaclpoCTpaHeHNe ISPCOHATBHRIX NAHHEIX, & TAKXe HHbIe Hel[PaBOMEPHBIE ISHCTBHS.
23 B 3aBUCHMOCTH OT COCTaBa 00pabaThIBAEMBIX HepCOHaJIBHBIX TaHHBIX U
THTIA aKTyaJIBHBIX YTPO3 "HEOOXOUMEIH YPOBEHE BaIU;I/IH_{eHHOCTH HepCOHaJIBHHX
,D;aHHBIX J_Um j&:091(0)78 HCHJIH OIIpeIeaeTCs UHIUBUAyalbHO., = -
st I/ICHI{H OpTaHOB BIACTH aKTYalbHBI yIPO3BL:" 66301‘[8.CHOCTH
HepCOHaJIBHBIX [@HHBIX TPeTBErO THIA, HE CBS3aHHEIE O HamuuueM HJB B
CHCTEMHOM' M . HPHKJIaI[HOM OpOrpaMMHOM o6ecnequHH : (,uaﬂee - 1IO),
HCHOHBByeMOM B I/IC : s N

3 HpHMeHeHHe cpe,z[CTB KpHIITOTpadHueCKOil BaH_[HTBI HH(bopMauI/m B
B HH@opMaHHOHHHX cucTeMax HepCOHaJIBHBIX ,I[aHHBIX
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3.1. AKTyaJII:HOCTB IpEMEHEHHS B UCIII= OpIraHoB . BJIaCTH CK3n1
OHPEJENAETCS. “HEGOXOMUMOCTEIO 3alUTEL TTEPCOHANTBHEIX HaHHEBIX, B TOM GHCIE IpH
HHd)opmaHKOHHOM 06MeHe IO CETSIM CBSI3K OOIIETo HOJIBBOB&HPIH B (HJIH) ceTH
«I/IHTepHeT» CPRRTI L

3.2, ,,CKSI/I npe;[HaBHaquLI YIS 3aIMATEL HH(bopMauHH OT JIGHCTBI/IH co
CTOpOH_BI JATL, HE HMEIOIFX IIPaBO T0CTYIIA K STOM’ HH()OPMALIIH.

3 3. HpHHﬂTBIMPI :OPTraHMA3aAHOHHO-TEXHUIECKUMU MepaMK ,z{OJDKHa OBITH

UEHA, , BOBMO)KHOCTB HECaHKITHOHUPOBAHHOIO nocq:yna HOTeHuHaJIBHoro
' ,Hapynm ey KKJIIO‘ICBOI/I napopmarmn CK3M. SRR

3.4 .__;,Hpn szccnﬂyaTauHH CK3W nmomxHEL 006.}1}0218,'1‘]505[ TPGGOBELHI/ISI
‘axcnﬂya"raunom{o ~TexHrdecKol foxymenTarua na CK3H u TpeﬁOBaHI/U{ ’

~ ICHCTBYIOIMX HOPMATHBHEIX IPABOBBIX AKTOB B obracTr peaiusanuy #
3Konnya’raunu CK31. -

3.5, g o6ecnequ1/m 6e30IacHOCTH HCpCOHaJIBHBIX ,II&HHBIX IpU  UX
06pa60T1<e B MICITJ{a ucnomssyrorcs CK3U, npoinenimae B yCTaHOBICHHOM IIOPAIKE -
HPOIIEIYPY OLIEHKH COOTBETCTRI. | '

3.6. O6nexramu 3amuTs! B MICLI/IE sssrores:

HepCOHaJI]':HBIe IaHHbIE; _

 ¢pencTBa - - KpHnTorpaQquGCKOK 3aIIUTHI HH(I)opMaH;I/‘IH; . cpena
(byHKuHOHHPOBaHH}I CK3U (ranee - CD); W

HH(bopMauHﬁ OTHOCAIMAACS K KPHOTOTPa(HuecKon samuTe HepCOHaJIBHBIX
. ,I[aHHBIX BKITFO9ad KTIO9IEBYIO, TAPONBHYIO HH(OPMAIIHEO CKBI/I

R ayream@nunpyfomym NOKYMEHTEI, Iella, KyPHATEI, KapTOTeKW, W3NAHWs,
| TeXHWYECKHME ' JIOKYMEHTBI, paboune Marepualbl H T. I, B KOTOPLIX OTpaxcHa
3amnmaemaﬂ HH(bopmanHﬁ oraocamastcs k WCIIJ{a w wx kpunrorpabmueckoi
_3aIuTe, BKIowas noxymenrtarmio Ha CK3M w mHa TEXHIIECKHE H HpOI‘paMMHBIe
'KOMHOHCHTBI cpe,um ‘bynaknmonvposanus CK3U; SR

} HOCHUTEJH - 3aIMUIIaeMof MH(OPMAIIHY, HCHOJIBBYSMBIG "B I/IC B IIpoIecce
KpHnTorpa(quecKon 3aIUTHl  [EPCOHATBHBIX [AHHBIX, HOCHUTEIH - KIIOUEBOH,
HapONEHON 1 ayTeHTH(bHIII/Iponm;eH nadopmanry CK3U 1 nopsaaoK oCTyla K HEM;

KCHOJIBBYGMBIG HH@opMauHOHHopI CUCTeMOM KaHaJIbI (JIKHHK) CBSI3H, BKIIOYAs
Ka6eJIBHBIe CHCTEMBL ' SR

370 Peam&s*amm © yrpo3  0e30macHOCTH  NEPCOHANBHBIX  JIAHHBIX,
: 06pa6aTBIBaeMI:D( 8"UCII/{H, orpenenseTcs BOSMOXHOCTAMY MCTOTHHKOB aTaK, Ha
- OCHOBAHWH HCXO/IHBIX JaHHBIX 06 00BEKTaX 3alUThl ¥ HCTOYHIKAX aTak B Tabmuie 1
;[JI}I I/IC Oﬁpe,lleJIeHBI 06061116HHBIG BO3MOMKHOCTH HCTOYHMKOB aTaK.

TaGJIHna 1. 4 v
O606ILICHHZBI€ BO3MOXKHOCTH HCTOUHMKOB aTak Ha/Her
1. BOBMO}KHOCTB CaMOCTOﬂTeJILHO OCYIIECTBIATh CO3aHue cnoco60B - Ja

arak, HO;ITOTOBKY H LPOBeIICHHE ~arak TONBKO 32 HpeIEeJIaMI/I
KOHTpoanyeMon SOHBI ' " L

2. BOSMO)I{HOCTB CaMOCTOﬂTeJIBHO OCYLIECTBIISITE CO3/laHue cnoco6013 - Ja
aTaK HO)ITOTOBKy u HpOBe,T_IBHI/Ie aTax B Ipejenax KOHTpOJIpreMOH BOHBI




"HO 6e3 (bmnqecfcoro JOCTyIa X annapaTHmM cpencTBam (;[aJIee AC), Ha
'KOTOPEIX peanuzopaiinl CK3U u cpena ux dyEKIMOHMpoOBanys. T

13. BOBMO}KHOCTB .CaMOCTOSITCIIEHO OCYINECTRIATE CO3AHMUE: cnoco601a; . Her

aTaK, TIOLTOTOBKY 1. MPOBEICHNE aTaK B Ipeenax KOHTPOJIHUPYEMOH 30HBI |-
c (bqueCKnM TocrymoM K- AC, Ha KOTOPHIX pPealn30BaHEl CK3I/I ¥ cpena
X (yHKIMOHIPOBAHIIT

4. BO3MOKHOCTB IPHBICKATh CLEMATMCTOB, MMEIOIIHX OITBIT paspa60TKH Her
28 aHaJIH3a CKBI/I (BKmoqasI CIEIMAIACTOB B 00IaCTH aHATH3a CHTHAJIOB |
TMHEHHOW ~ Ilepeflady - B CHIHAIOB IO0GOYHOTO - aneKTPOMarm/ITHoro A
 M3IIYHEHN ¥ HABOIOK CKBI/I) ST

5. Bo3MOXKHOCTE: TIPUBICKATD CIIEIUAIHCTOB, HMeIOLU,HX OTIEIT pazpa60TKH - Her
u ananuza CK3U (BKJnoqaﬂ CHEIHANIUCTOB B 00JIaCTH HCIIOB30BAHMUA mm
peanmam/m aTaK HeJOKYMEHTHPOBAHHEIX BO3MOKHOCTEH npma,uHoro
HIPOrpaMMHOTO o6ecnequHﬂ) :

6. BO3MOKHOCTh IIPHBIICKATH cneuHaJIHCTOB AMEIOIIHX OTIBIT p83pa60TKK ~ Her
u anammsa CK3M (BKioYas CIenuaiicToB B 06JIACTH HCIIONb30BaHAS I
peanu3anyy aTak HeJOKYMEHTHPOBAHHBIX BO3MOXKHOCTEH AINAPATHOTO U

nporpaMMHoro KOMHOHeHTOB cpebl PYHKIMOHUPOBAHIT CKBI/I)

‘ 3 8. B COOTBGTCTBHI/I ¢ 0000meHBIMHU BO3MOKHOCTSIMH I/ICTOT-IHI/IKOB aTax
: (Ta6JIHua 1) onpe;[eneHLI IIBE aKTyaJIbHEIE YTOUHEHHbIE BO3MOXKHOCTH HapymmTeneh
" HaHpaBJIeHHSI aTaK (COOTBGTCTBYIOH.{I/IG aKTyaIbHBIE yrposm ,E[J'I}I I/IC) (Ta6mma 2).

Ta61mua 2 o

» _VT,queHHLIe 5 " | AKTyaIpHOCTE

"A”*B'OjMo}KHBCTH | HCITONB30BaHM

HapyIHKTGJIeH UH N (IprMeHEHYS) Obocroparme EQT;C}}TCTBI/ISI

“alpaBIeHust aTak | UL AT vt Orht

(COOTB@TCTBY.EOIJ.IHG | TocTpoeHHs u
_ aKTyaJbHEIe yrposm) C | peammzar
1. HpOBeJ_IeHI/Ie arakn | Heaxryamsmo | IIpoBosarcs paGOTLI 10 1101(6opy
an HaxomeHmI B A IepCOHAIa; IPeICTABUTENN =
Hpe;[eJIax TEXHUYECKHX, 06CJ1y>KI/IBaIOIIH/IXH
KOHTpOJmpyeMon 30HEI | KOHTPOIUPYEMOH 30HEI JIPYTHX

BCIIOMOTATENBHEIX CITYK6 TPy paboTe B
HOMETIeHHIX (CTOWKaxX), rie
pactmonoxersl CK3U, u COTPYTHHKH,;
HE SABILIOMHECS TTOB30BATENSIMY
CK3U, HaxonsaTest B 5THX ITOMEIIEHUIX
TQIBKO B IPHCYTCTBUH COTPY/{HUKOB
IO DKCIUIYATALUH; COTPYIHUKH,
SBIISIFOIAECS TIOJIB30BATEIISIMIU




WCTI]Tn, HO He sBITOMHECST
nons3oBatensvy. CK3U, -
NPOMH(OPMUPOBAHET O IPABHIAX
pabotsr 8 ICTI/TH 4. OTBETCTBEHHOCTH
32 HeCOOIIOICHHE 1 HpaBHH ofecriedenus
6esonacHOCTH HH(D opMa;rJ;HH'
nomesoBateny CK3W - .
HpOHH(bopMHpOBaHBI 0 np" BHJIaX
paGoter 8 UCITg, npaBHJIaX, paboTe! ¢
CK3U 1 0TBETCTBEHHOCTH 34 -
HECOGJ’HO,I[GHI/IGHpaBHJI;OGE;CH‘eTerHHH
GesomacHocTH HEGOPMALIH;
[OMEIEHUs, B KOTOPBIX
pacronararorcs CK3H,. OCHAITEHET
BXOJ[HBIMU IBEPHMH C HAIEKHEIMH
3aMKaMH, 00eCIeueHO IOCTOSHHOE
3aKpEITHE J[Bepel IoMele il Ha
3aMOK, OCYIIECTBILIETCS
CaHKIIMOHUPOBAHHOIO TIPOXO0/a,;
YTBEPIK/ICHEI IIPABUIIA OCTYIIA B
TIOMEINEHHS, Te PACTIONATAIOTCS M UX
oTKpsITHE ToNbKO mus CK3M, B
pabovee u Hepa6oqee BPEMS, a TarKe
BHEINTaTHBIX CHTYALHSX; yTBEPXKIEH
[epeYeHb JIUIl, HMEIOIIHX IPaBo
TOCTYIIA B IOMEIEHHS, TIe
pacmonaratorcst CK3U; -«
OCYIIECTRIILETCS pasrpanudenye 0
KOHTPOIb AOCTYTIA TIONE30BaTene K
3aIAIIaeMBIM PECYPCaM;
OCYIECTRILIETCS PETUCTPAIMSL B YIET
JIeCTBUH Ions3oBaTeneti¢ [T,
OCYIIECTBIETCS KOHTPOIb
IIEIIOCTHOCTH CPELCTB 3AIUTEL Ha
APM 1 cepBepax; Ha KOTOPHIX
yeragosinens: CK3U, HCHOJIBBYIOTCSI
CEPTU(PUIMPOBAHHEIE -
HECAHKIIMOHUPOBAHHOTO (;(aJIee -
HCI); C3U ot noctyna HCHOJIBSYIOTC}I
CepPTUQUIIMPOBAHHEIE CPELCTBA
AHTUBMPYCHOM 3aIUTEl = ©

2. Ilposenenue aTak Ha -

3TaIle IKEIITyaTalin
CK3MU wma cremyromue

HeaxtyaneH0

IIpoBossiTes paGoTH 110 TOA60PY
nepcoHaa; )IoiKyMeHTau’m' ma CK3U
XpaHATCS y oTBeTcTBenHoro 3a CK3M

| OOBEKTHI:

METLIMIECKOM celie; TIOMeIIeHys, B




L ILOKyMeHT’aHHIO“ HA -
CK31u KOMHOHGHTBI"
CD; momereHus,
'KOTOPBIX HAXOJUTCSA
COBOKYITHOCTH
TIPOTPAMMHEBIX
TEXHIYECKHUX U
HIEMEHTOB CHCTEM

| 06paboTky TAHHBIX,
CHOCOBHEIX
(YHKIHOHAPOBATE
CaMOCTOATEIBHO WK B
cocTase Cpe,I[CTB
BEITUCITATENFHON
‘rexmux (nanee - CBT)
uCh

KOTOPBIX PacIoiararoTcs
JAOKYMEHTaIus Ha CK3I/I CK3U u
KOMIIOHEHTBHI C(I) OCHameHH
BXOIHBIMH ;LBepLMH C. H&,I[G)I(HBIMI*I

| 3aMKaMH, o6ecnequo HOCTOSIHHOG

3dKpbITHEC I{BGPGI/I HOMGIT.I@HI/II’I Ha
3aMOK ’

3. [Monywenue B pamMKax
TIPEIOCTABICHHBIX
| monEoMOUHit, a TaxKe B
pGByJIBTaTe Ha6n10z[eHHI/I
clefyroimeit
' HHGOPMAITHA: CBeICHIM
0 GU3EISCKUX Mepax
3aIIUTHI 0OBEKTOB, B
KOTOPBIX pa.SMelI,[eHLI
pecypeer” D
I/IH(bopMauI/IOHHofi
CHCTEMEI, CBEIICHHIH 0
Mepax 10 0GECTIETSHIIO
KOHTpOJIPIpyeMOH 3OHBI
00BEKTOB, B KOTOPBIX
Pa3MEIIEHEL PeCYPChl”
Hcho'pMauHOHHoﬁ
CHCTEMBI; CBe,I[eHI/IH 0"
Mepax 1o" -
PasTPAHTIEHIIO: /:[ocryna
B TIOMEIIEHHUS; B - '
KOTOPBIX HAXOJIATCS
CBT, Ha KoTOpBIX
peaﬂnsoBaHH CK3I/I o
Co SRR

AXTyanpHO

4, HCHOJIBSOB&HI/Ié
nrratasix ACTIH,
-Cpe;[cTB OI‘p&HI/I'E{eHHoe

AxtyansHO |

MepaMH




pealn30BaHHEIMY
I/IHCbOpMaHI/IOHHOI/I B
CHCTEME, B KOTOPOH
chon ’3yeTc;1 CK3U, u
HaHA BJIGHHBIMI/I -
mpesio ’ pameHHe s
npeceq HI/IezHaI/I o
HecaHKnHOHHpOBaHHBIX
VV,I[eI/ICTBI/H/I kS

Hp OBo,z:ﬂ‘TcsI | paboTsL 110fo0;16 opy

JIOKyMeHTALHH Ha
alapaTHse ¥
IpoTpAMMHEIE

5. CIDHaneCKKH ):(oc*ryn K H'eaKTyaJIBHo
CBT Ha KOTOpBIX ' ~ IIEpCOHAIIA; ITOMEIIEHHUS, B KOTOPHIX
_ peaHKBOBaHBI CKBI/I u pacrionaratorca CBT, Ha KOTOPBIX
| co L pacrronaraiorcs CK3U 1 CO,

o ' OCHAITIECHBI BXOIHEIME J[BEPHMU C
3aMKAMH, 06eCIIe nBaETCS TOCTOSHHOE
3aKpHITHE JIBepeH NOMEIECHHN Ha
3aMOK M MX OTKPBITHE TOIBKO JJIL
CAaBKIIFIOHMPOBAHHOTO ITPOX0fa

6. BO3M0>KHOCTB HeaxTyansHo IIpoBoasaTcs paboTH! IO OAO0PY
BO3/{eACTBOBATE Ha [IepCOHANa; TOMEIEHUS, B KOTOPhIX
almaparHeIe o pacIoIararoTcs CK3U u CD,
xommouenTsl CK3M 1 OCHAINEHEI BXOHBIMU IBEPEMH C
Co, orpaﬁnquHaﬂ 3aMKaMH, 00ecIeanBaeTCS MOCTOAHHOE
MepaMI/I ' 3aKPBITHE JBEpeH TOMEIeH N Ha
peanHBOBaHHHMH 3aMOK M MX OTKPBITHE TONBKO I
HH(jpopmauKOHHon B CaHKIMOHUPOBAHHOT'O TIPOXO/Ia;
cucTeMe, B KOTOPOH: - HpeICTaBATENH TEXHUIECKIX U JPYIHX
I/ICHOJIBBYGTCSI CKSI/I " 00CITYKUBAIOIIHIX BCHOMOF&TCJIBHBIX
HaﬂpaBJ'IeHHBIMI/I Ha cIy k0 mpH pa60're B IOMEIEHHISIX
TPeOTBPAIICHIE (croiixax), Tme pacnonoxceﬁm
IpeceYeHre U xomuoneHTel CK3U u CO, 1
HecaHKuHOHHpOBaHHHx COTPYIHUKH, HE ﬂBJIsﬂomﬁec’g o
NEeHCTBIM noms3oBatensmu CK3W, Haxopsres: B
: 5THX HOMEINEHHUIX TOIBKO
MIPHCYTCTBUN COTPYJIHHKOB o
o | DKCILTyaTalii Gl

7. Bo3MOKHOCTE HeaxryansHO He OCYIIIeCTBJISIeTC}I o6pa60TRa
‘pacronarathb CBEI[eHHH, COCTABILIONHX =
CBOICHUAMM, I‘OCY,I[apCTBeHHYIO TauHy, a- TaKKe

| comepanmEMuc B - MHBIX CBE/ICHUH, KOTOPEIE MOTYT
KOHCTPYKTOPCKOH TIPEACTaBIIATh HHTepec ,I[JISI peanmauﬂm

BOBMO)KHOCTH

KOMIIOHEHTEl




| 8: Bo3aMOKHOCTE . HeaKTyaHBHO
BOS,HGI/ICTBOB&TB HA*
JII06BI€ KOMIIOHEHTEL

CKBI/I u Cq)

He ocymecTBnsiercs o6pa6'0TKa
CBEJICHMA, ocym;eCTBJIﬂIomm;
I‘OCY,HapCTBeHHYIO TaHHy, a TaK xKe
MHELX CBEJICHHHA, KOTOpBIe MOI‘yT
IPE/ICTABILATE HHICPEC wm peanmauzn
BO3M0)KHOCTGH : -

Onpe;:eneHHe aKTyaJILHBIX yrpo3 6630HaCHOCTH HepCOHaJI BIX zLaHHBIx B
- HH@opMauHOHHLIX crcTeMax IIepCOHaJIBHBIX ,lIaHHBIX\

4 1. Ha OCHOBe IIPOBEICHHOIO apanu3a OaHka ,Z[aHHBIX yrpo3 6630HaCHOCTH

5 HH(bopMan;Im (WWW bdu.fstecru) ¢  yudrom CTPYKTYPHO- DYHKIHOHATBHELX
XapaKTepﬂch Tuosbix HMC, a taxke NpuMeHAEMBIX B HHX MH(POPMAIOHHBIX |
TEXHOJOTH! W 0COBEHHOCTeH dysxunormposanmsa, 8 YUC OpraHOB BIACTH MOIYT
6BITH KTy AIBHE] cnemomne yrpo3ssl 6ezonacuoctr UCTITm:

VB3 Yrposa anannsa KpAITOrpapuIecKix ANTOPHATMOB U UX PealTU3aIlhi;
- YBW.4 VYrpoza ammapatHoro ¢bpoca mapois BIOS
v YBEN.6 Vrposa BHEJ(PEHUS KOJIA WK JAHHEIX,;
+ 'YBH.7 Vrposa Bo3eHCTBAS Ha IPOTPAMMEI C BEICOKHME IPUBUIIETUAMHA;
7 VBU.8 VYrposa BOCCTAHOBJIEHHA ayTeHTHOHKAINOHHON wH(OpMAIH; -
- 'VBU.9 Vrpoza BOCCTaHOBJIeHI/ISI IPEABIAYIIEH yA3BUMON BepCruu BIOS
YBN.12 VYrposa AECTPYKTHBHOTO H3MEHCHHS KOH(I)HrypauI/m/ CpemEl

; oxpyxceHw{ IIpoTpaMM;

YBM.13 Vrposza ;LeCIpyKTHBHoro HACTIOIB30BAHUA ;LeKﬂapHpOBaHHoro

byHKIHOBANA BIOS;

YbU.14 Vrposa );[JIHTeJII:.Horo yIepIKaHAA BLI‘IHCHHTGJIBHBIX pecprOB

LOJIE30B aTCILIMU;

VBU.15 eroaa ):{ooiyna K 3aIlHIaeMbIM (hainam ¢ HCHOJIBBOB&HI/IGM

OGXOI[HOI‘O OyTH;

' VBI.16 Yrposa I0CTyIIa K JTOKAIbHBIM (atinam cepsepa Ipy HOMOH.II/I URL;
- YBU.17 Vrposa noctyna/nepexsara/msmenerus HTTP cookies;
 'YBH.18 Yrposa 3arpysKe HEINTATHOH OHepaHHOHHOH CHC'I‘GMBI, |
VBU.19 Yrposa sapaxenns DNeS-xera; R
VBIL.22 VYrposa 130BITOYHOTO BEIIGICHEST OHCpaTI/IBHOI/I IaMSITH;
VBI/I 23 Vrpo3a H3MeHeHHs KOMIOHEHTOB CHCTEMBL;
- VBIL.26 Vrposd uekaxerus XML-cxemsr, AR
VBI/I 27 VYrposa I/ICKB.)KGHI/ISI BBOIUMOM 1 BBIBOI[I/[MO}I Ha Hepmbepnnﬂme

yCTpOHOTBa HH@)OpMaL{HH

VEBI.28 "Yrposa HCHOB30BaHKS albTePHATHBHEIX H}’TGH TIOCTYIIA K pecypcaM;
“VBI.3 0Vrp03a WCIIOJIB30BAHMI HHGPOPMAITHH nz[eHTH(bmcauHH

' aYTeHTI/I(bI/IKaHPIPI BaI[aHHOH 110 YMOJIYaHMEO,

VBI/I 31 Vrp03a HCHOONB30BaHUI MEXAHNU3MOB aBTOpI/BaI.II/II/I ,Z[JI}I TTOBEIITCHHS

HpHBHJIGFHPI

"YBEN.32 Vrpoza HCIIONB30BAHHS TIOJVIEBHEIX I PoBEIX Homacei BIOS; ‘
VBI/I 33 Vrpo3a UCIIONIB30BaHKs cnabocTell KOOUPOBAHS BXO,B;HBIX JIaHHBIX;
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YBI/I 34. Vrposa VICIIONIB30BaHMs ciaabocTei HpOTOKOJIOB ceTeBoro/
" TIOKABHOTO 06MeH'a i{éHHBIMI/I

VBI/I 36 Vrposa HCCITeIOBAHMA MEXAHU3MOB PaOOTEL IIPOTPAMMBL;

VBI/I 37 VYrposa UCCIEIOBAHUS IPUITOKEHAS Yepe3 0TIETE 00 OImMOKaX;

: YBI/I 39 Vrpoza MCYEPIIaHus 3al1aca KIodel, HGOGXO,I[I/IMBIX AL 06HOBJIeHHz

BIOS T :
YBI/I,41 VI'poza Me}I{CaHTOBOFO CKPHIITUHT A,

YBI/I 42 erosa Me}KcaI/ITOBOI/I HOJNIENIKHA 3a1IpOCa; -

VBU. 45 ‘Vrposza HapyIIeHns] H30SIHH CpeJIBl HCIIOJIHGHI/IFI BIOS

YBI/I 49, Yrposa HAPYITEHHs IeNOCTHOCTH JaHHBX Kema

VBI/I 51 Yrpos3a HeBO3MOKHOCTH BOCCTaHOBJIEHHA CeCCKI/I pa6OTBI Ha I15BM
TIPH BEIBOZE U3 IPOMEXYTOUYHEIX COCTOSHIHN IMTAHS;

- VBH.53 Vrposa HEBO3MOXKHOCTH YTIPABIEHHS IpaBamu nojs3osateneit BIOS;

~ VBI.59 Yrposa HeKOHTpOJIpIpyeMoro pocTa gucna 3ape3emepOBaHHHX

BEIYHCIIATENLHEIX PECYPCOB;

VBI.62 YTpo3a HEKOPPEKTHOTO HCIIOIb30BAHMS [IPO3PATHOTO HPOKCH-
cepBepa 3a CuéT IUIATHHOB 6paysepa; :

YBN.63 VYrpoza HGKOppGK‘I‘HOl“O HACTIONB30BAHMS (byHKuKOHaJIa HpOIpaMMHOI‘O
obecrieueHus;

VBI.67 Vrpo3a HenpaBOMepHoro O3HAKOMJIEHUA C 3amnmaeM0H
HH@opMauHeH ' - o .
» VBIA.68 er03a HEePaBOMEPHOT0/HEKOPPEKTHOT'O chonbsoBaHHﬂ
WHTEp{elca B3aNMOEHCTBAS ¢ IPUITOKCHIEM,; :

- VBU.69 erosa HETPABOMEPHBIX IeHCTBHM B KaHATAX CBSI3M;

VB 71 VIpo3d HecaBKITMOHHPOBAHHOIO BOCCTAHOBIEHHS Y,T_[aJIeHHOI/I
3aIHIIAeMON. HHpOPMAIHAK; - :

VBI/I 72 Vrpo3a HECAHKITMOBMPOBAHHOTO BEIKITIOUEHUA W 06X0,z(a
MeXaHHW3Ma 3alluTh oT 3amvcu B BIOS; - o

- VBI.74 Vrposa HecaHKHI/IOHPIpOBaHHOFO JOCTyIIa K ayTeHTH(bKKauHOHHOH
I/IH(lJopMauI/II/I - o

VBI.86 Vrpo3a HGC&HKHKOHI/IPOB&HHOFO M3MCHCHUS ayTeHTH(bHKaHHOHHOI/I
wHpOpMAIHMH; ¢ SR

VBU.87 Yrpo3a HECAHKIMOHAPOBAHHOTO MCTIOIB30BaHYS
IPUBAIETHPOBaHHEX QyHKnuit BIOS,;

VBU.88 Yrposa HecaHKHHOHHPOBaHHoro KOHHpOBaHI/IH sam,muaeMopI

I/IH(bOPMaIII/II/I -

VBU.89 Vrposa HCC&HKI.II/IOHI/IPOB&HHOFO PeNaKTHPOBaHUS PEECTPE;

. VBH. 90 ero3a HecaHKuHOHHpOBaHHOPO COB,I{&HI/I?[ yquHOH 3aIMcH
TIOTB3CBATEIS © R I

VBI/I 91 Vrpo3a HecaHKHI/IOHI/IPOBaHHOI‘O yIaIeHus 3anmmaeMopI
HH@opMaHHI/I ' : » '

VBU.93 Yrposa HeCaHKIMOHUPOBAHHOTO YIIPaBIEHNS 6y(1)ep0M

VBI/I 94 Vrpo3a HecaHKuHOHHPOBaHHoro ynpaBJIeHm CHHXpOHI/IBaI[I/IeH u
COCTOSIHI/IGM - » - : '

YBI/I 95 Vrpo3a HecaHKHHOHHpOBaHHoro ynpaBJIBHI/Iﬂ y'KaBaTeJISIMH
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~ YBU.98: Vrpo3a 06Hapy}KeHH5I OTKPBHITBIX IIOPTOB H H;:[GHTH@HKauHH
npmzé&ﬁifbiﬂc HEMY. CETEBEIX CIyX0;

- 'VYBH.99 Vrpo3a 00HapyKeHN XOCTOB; .

_ - VBI.100. Vrposa o6xop;a HEKOPPEKTHO HaCTpOeHHBIX MexaHI/ISMOB
| ayTeHTUQUKAITIY; o .
"VBU.102. Vrposa OLIOCPE/IOBAHHOIO YITPABICHES rpynnon HporpaMM gepes
vCOBMeCTHO HEIOAB3YEMBIE JTAHHELE; SRR i
- YBI.103 Yrposa OIIPEIEIEHUS THIIOB O0BEKTOR BaHII/ITBI
- YBHU.104 . Vrposa onpesieieHus TOIONIOIHAH BBIMHCIATEIHHOR CeTH
. YBHL 107 Yrposa orkimrouenus KOHTPOIBHBIX AATIKOB;
- YBU. 109 Yrposzamepefopa Beex HACTPOEK ¥ IlapaMeTpoB HpKJIO}KeHI/IH
~VBHL111 'YTIpo3a nepegaun TaHHEIX 0 CKPHITHIM KAHATAM;
- VBU.113 Yrposa repe3arpysky almapaTHblx HporpaMMHo annapaTHL]x
cpe):gcm 'BEIYHACTUTENIFHON TEXHUKH; o .

VEI.114 YTpo3a mepenomHe ns Nel0YHCIEHHBIX ITEPeMCHHEIX,

YBH.115 Vrposza mepexsata BBOJUMOM 1 BEIBOIHUMOM Ha HepmbepHHHLIe
yCeTpoicTBa HHGOPMAITHH; :

VBU.116 YTrposa nepexsaTa JaHHBIX, IIEPENaBACMEIX TI0 BBISHCTATENBHOM
cet; YBHL.117 Vrposa mepexsara IpHBHIETHPOBAHHOTO IIOTOKa,

VBU.118 Yrposa’ IIePeXBATA IPUBUIIETEPOBAHHOTO Iporecca;

'VBH.121 VYrpoza TOBPEX/ICHHS CACTEMHOIO peec:'rpa

© YBU.122 Vrpo3a NOBHIIICHNS IPUBHTIETHH;
VBI.123 Vrposa nox6opa napoxs BIOS; S
- YbH.124 Vrposa TIOIJIENKY 3aIIMCEH XKy pHala PeTHCTPAIIIT co65mm
© YBU.127 Yrposd noMeHs! IeACTBIA IT0Ib30BaTes nyTeM 06M3Ha
YBI.128 Yrpoza TOJMEHBI TOBEPEHHOIO MOIB30BATEILS; o
VB 129 YTpo3a HOMEHET pe3epBHON KOIIMH TIPOTPaMMEOT0 o6eonequH;I
BIOS; YBU.130 "VIposa IOAMEHEL COAEPKAMOTO CETEBEIX pecprOB o

VBU.131 Vrpoza moaMeHs! CyOBEKTa CeTeBOTO JOCTYIIA;

'VBI.132 Vrpo3a HOHYT-IGHI/IH IpeaBapuTeNbHON nHGopMamy 06 06beKTe
3aIUTEL;, :

VBI.139 Vrpo3a Hpeo;[oneﬂm bU3MIECKO 3AIHTEL,

VBI.140 Vrpo3a HpHBeﬂ;eHKﬂ CHCTEMBI B COCTOSHUE KOTKa3 B
06CJIY)KHB&HHI/I» :

VBI.143 Vrposa IPOrPaMMHOIO BEIBEICHHS U3 CTPOS cpencrs XpaHeHH;{
06pa60TKH yig (HHH) BBOJI&/BBIBOI[&/Hepe,HaqH vHQOPMAIIH;

4.2. VrposaMH 6€e30I1aCHOCTH TIEPCOHATBHBIX ,I[aHHBIX 1IpY - UX o6pa60TKe c
I/ICHOJIBSOBaHI/IeM CK3W sBrsrores: S

42:1. cos;:(a}me CII0COBOB, LOATOTOBKA M IPOBENEHHe aTak Ge3 IPHBIEIEHHS
CHCI.IHEUIHCTOB B obnacty paspabotkn i apanuza CK3U;

4. 2 2. COB,EEB.HI/IG CII0COGOB, IOATOTOBKA ¥ TPOBECHHE aTakK Ha pa3anH51X
3Tanax )KI/ISHBHHOI‘O muxia. CK3V. K sramaM Xu3HeHHoro KT “CK3U orHOCATCS:
paspa6o1"1<a (MOI[SpHPBEHJ;HH) YKa3aHHBIX CPENCTB, MX IPOU3BOJICTBO, XPAHEHUE,
Tp&HCHGpTPIpOBKa BBOA B OKCIUTyaTanuio  (IIyCKOHATaIOYHEIC -~ PabOThL),
BKCHJIyaTaIIPI}I R ' SR
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4.2, 3. HPOBe,Z[eHPIe aTaKW, HaXoJsCh BHE MPOCTPAHCTBY, B- Tpefienax. KOToporo
OCYLICCTBILIETCS | KOHTpOJIL ‘32 npeOBIBaHWEM W JEUCTBUAME JHL © . (FIIH)
- TPAHCTIOPTHEIX cpez[CTB (};(aﬂee - KOHTponmpyemas — 30Ha).  ['pammirei
.KOHTPOJmpyeMOH ‘30HBI, . MOXKET OBITh: IEpHUMETp - ‘OXpaHsfeMOil  TeppUTOpUN
OpraHu3allHHs, orpa}K;:anmHe KOHCTPYKIIMM OXpaHAEMOIO 3I@HWs, OXpaHIeMoit
9aCcTy 3[AHMA, BELIEIEHHOrO HOMETICHHS,; : L

4.24, HpOBe;LeHHe Ha JTamax pa3paboTKu (Moz[epHmanHH) HpOHSBO,Z[CTBa
xpaHeHm Tp&HCHOpTPIpOBI{I/I CK3U u osrame BEOJIA. ‘B SKCHJIyaTaLIHIO CK?)I/I
(HYCKOHaJIa,HOT{HBIe pab OTBI). CITCIYIONIHX aTaK: : ,

' BHECCHYC: HECAHKIMOHHUPOBAHHBIX M3MEHEHHH B CKSI/I 51 (I/IJ'II/I) B.KOMIIOHEHTHI
aIllgPATHBIX .+ 4 - IPOTPaMMHBIX ~ CPEJICTB, COBMECTHO C . KOTOPBIMH. . IIITATHO
(byHKHHoHprIOT CK3M, B  COBOKYIHOCTH  IPEACTABISIONIHE  CPEHy
‘@yHKHHOHHPOBam/m CK3H, «xoTopsle CIOCOOHBI IOBIMATH Ha . BEIIOJHEHHE
IPENBSBISEMBIX K CK3I/I TpeboBaHWi, B TOM YHCIE C  WCIIONB30BAHUEM
BPETOHOCHEIX TIPOTPaMM; | o |

4.235. HpOBeIIGHHe arak Ha dTale SKCINIyaTallHy CK3I/I Ha: HepCOHaJIBHBIe
,uaHHLIe '

" KJITFOUEBYIO,. ayTeHTH@Hquonmyfo " HapOJIBHyIO HH@)OpMaLtmo CKBI/I '
' HporpaMMHHe xomitonenTs CK3M;

» - armapaTHeIe xommonentsr CK3H; -

* TIporpaMMHBIe KOMIIOHEHTE! CD, BRITI0Yas nporpaMMHoe o6ecnequHe BIOS;

aInapaTHEIe koMrioHeHTE CD; v

 JlaHHEIE, flepe/aBacMBbIe TI0 KaHATaM CBS3H; . :

CH4.2.6. monydeHWe M3 HaXOAAIMXCH B CBOGO,I[HOM ILOCTyHe HCTOYHUKOB
(BKJIIOT-IaH HHqJopMaImoHHo-TeneKomyHnKauHOHHme CeTH, JOCTYIl' K KOTOPBIM HE
OrPaHHHICH onpe;:eneHHBIM KPyroM JIHI, B TOM YHCIE HHPOPMAIMOHHO-
TENEeKOMMYHUKAITHOHHYO cets «MuTeprer») unpopmanmn o6 VC, B KOTOpO¥
ucmonssyerca CK3M. HpPI 5TOM MOXKET OBITH IIONYYeHa CICILYIOTas HchopmaLmz

o61une csenienns 06 VIC, B xoTopoit ucnomssyercs CK3U (HaSHaquHe
| “COCTaB, OTepaTop, 00BEKTEL, B KOTOPLIX pasMelienb! pecypesl MC);

CBe,ZEeHI/ISI 06 - KEpOpMaITHOHHEIX TeXHONOTHAX, Oasax mamasx, AC, IIO,
-I/ICHOJIBS}’CMBIX B FKC cosmectno ¢ CK3M, 3a WHCKIOYCHHEM CBEIEHHH,
COMIEPIKAIIUXCS TONBKO B KOHCTPYKTOPCKOM IOKYMEHTAIMH Ha HH(MOPMAIHOHHEIE
TexHojoruy, 6a3sl TaHnEK, AC, ITO, ncnonesyemsie B FIC cosmectro ¢ CK3H;

COMepKaHME - ‘Haxojigmecs B CcBOOORHOM ZOCTYIC ,I[OKYMGHT&HI/IPI Ha
annapaTHHe 17} HpOI‘paMMHBIe xommnoreHTEl CK3U u CD;

obIue CBEAGHHA O 3aliumaeMoll uHGOpPMAIHH, chomse.yeMon B Hpouecce
skcruryatamuy CK3U; - o . : »

CBG,ZEGHH}I 0 I{aHaJIaX ‘CBSI3M, TIO KOTOPEIM nepe;(am'rca 3a1.upm1aeMble CKBI/I»
IepCOHAIBHBIE JAHHBIC (Jlallee - KaHal CBA3M);

4.2.7. anMeHeHHe HaXOLIIIHAXCS. B CBOOOIHOM JOCTYTIE WK HCHOJIBBYGMBIX
3a Hpe,Z[GJIaMI/I ‘xoHTponmapyemolt sompl AC m I1O, ‘Brmowas - aHHapaTHBIB %1
HpOI‘paMMHBIe' KOMIIOHCHTS CK3I/IH Co; S
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- 4.2.8. HOJIY'-ICHI/IG B paMKaxX IIPEIOCTABICHHBIX IIONHOMOYMH, & TaKke B
pGBYJIBTaTe HabIitonenmit crexyromeit uagopMarym: o
CBC,I[GHHH o (bmnqecrcmx Mepax 3aIldThl 06’BGKTOB B KOTOpBIX paBMeIHeHBI
pecypch/IC L SED T e e
CBe,ueHHH 0 Mepax 110- 00eCTIeUeHHUTO KOHTpOJIIpryeMOI/I BOHBI 06’BGKTOB B
KOTOpBIX pasmemeHBIpecypcm uc; o T A TR TAE
| i CBEIGHHI ; 0 MEpAX II0 PA3TPaHUYCHHAIO0 OCTYIA B HOMemeHHa B KOTOpBIX
HaXO,HHTC}I CBT ‘Ha KoTOphIx peanusosansl CK3W u CP; . A
14.2.9: HCHOJIBBOB&HI/I@ INTATHEIX ~ CPEJICTB, Ol'paHI/IT-IeHHOE MepaMH
‘ peaJIHBOBaHHBIMI/I B MC; B xotopo# ucmomssyercs CK3U, u HaHpaBJIeHHBIMH Ha
B npe;LOTBpameHHe u HpecequHe HecaHKLIHOHHpOBaHHBIX )IeHCTBHH

TJIaBHHH cneuHaHHCT omena

" MyHByITHIATBHEH IEHTP YIIPaBICHHST
aIMURMCTPANH MYHUAMIAIEHOIO
obpazosarua BricenkoBckuii paifon

M.A.Cunaes



