IlamaTka
«O Mepax Mo IperynpexIcHUIO XUIIECHUH TEHEXHBIX CPEICTB MPU
HCIIOJIBb30BaHHUU 6&HKOBCKI/IX KapT»

JIj1s IpenoTBpaIeHusl IPOTUBOIIPAaBHEIX NEHCTBUN 10 CHATHIO [EHEXHBIX
cpencTB ¢ 6aHKOBCKOIO cueTa He00X0AMMO MCXOAMTh M3 CJIENYIONIero.

Cotpynavku O0aHKa HUKOI/IA 10 Tele(OHy WX B 3JIEKTPOHHOM IIMCbME He
3aIPANIABAIOT: IEPCOHATHHEIE CBEIECHUS (cepus X HOMEp Iaclopra, alpec
perucTpayy, UM U GaMuiIys BIafenblla KapThl); PEKBU3UTEL U CPOK JEHCTBUs
KapTel; Mapojd M KOOl M3 CMC-COOOINEHMH i MOATBEpXIeHUS (OUHAHCOBBIX
oIepaluii Wiu ux oTMeHsl; toruH, ITMH-kox u CVV-kox 6aHKOBCKUX KapT:

CoTtpynuuky 6aHKa TakkKe He MPeAararoT:

- YCTaHOBUTH TPOrpaMMBl YHAJIEHHOTO JOCTyma (WX CTOpPOHHHUE
IIPHIIOXKCHMS) Ha MOOMIIBHOE YCTPOMCTBO U PA3pPEIUTh NONKIIOYEHHE K HUM IO
NpeIJIOrOM TEXHWYeCKOW TOoNmep XKy (Hampumep, yHaleHUE BUPYCOB C
YCTpONCTBA);

- iepeiitu 1o cepuike n3 CMC-coobimenus;

- BKJIIOYHTH Ilepeampecalidio Ha TejeQoHe KIMEeHTa I COBEPIICHUS B
IalbHEHITIeM 3BOHKA OT €I0 MMeHH B OaHK;

- TIOJT UX PYKOBOJICTBOM IIEPEHECTH IJI1 COXPaHHOCTH INEHEXKHEIE CPENCTBA
«3aAIMUIIEHHBINA CHET»;

-3afiTi B oOmMnadH-xkabwHer 1m0 ccbutke u3 CMC-coobmenHus wnu
DIIEKTPOHHOIO ITUCHMA;

Bank MOXeT WHHIMMPOBAThL OOMEHUWE C KIHMEHTOM TOJIBKO  IUId
KOHCYJIbTAIIUH II0 TMPOAYKTaM W YCIyraM KpeAuTHO-(DUHAHCOBOIO YUPEXICHHUS.
IIpu 3TOM 3BOHKH COBEPIIAIOTCS C HOMEPOB, YKa3aHHBIX Ha 0OOPOTHOM CTOPOHE
KapThl, Ha caliTe OaHKa WIM B OPUTMHAIBHBIX OaHKOBCKMX NOKyMeHTax. VIHEle
HOMeEpa He UMEIOT HUKaKOTr0 OTHOIIEHHUS K OaHKy.

CremyeT MCIIONIB30BATh TOJNBKO HaleKHEIE O(UILIMANBHEIE KaHAIB! CBS3U C
KpeIUTHO-GUHAHCOBEIM yupexaeHueM. B gactHocTH, hopMy oOpaTHOH CBI3M Ha
caifTe OaHKa, OHIAWH-TIPUIOKEHUS, TeIeQOHbI ropsuel JIUHUY, TPYTIIEL WIA d9aT-
OOTHI B MecCeHIKepax (eclii TaKOBBIE HMEIOTCA), a Takxke OQUuIluaIbHbIe
6aHKOBCKHUE MPUIIOKEHUS U3 MarasnHoB App Store, Google Play, Microsoft Store.

HeobxommMo y4uTEIBaTh, 9TO JEPKaTeNlb KapThl 00s3aH CaMOCTOSTENIBHO
obecreunTs KOHQUISHITNANEHOCTD €€ PEKBU3UTOB U B 3TOH CBSA3H M30eraTh:

- IOKIIFOYEeHUS K 00MIeNOCTyTHEIM ceTsiM Wi-Fi;

-ucnons3oBanus [IMH-xona ninu CVV-xona npu 3aka3e TOBapOB U yCITyT
yepes ceThb «MHTepHeT», a Tarke 110 TenedoHy (dakcy);

- COOOMEHUs KOJOB TPETBUM JHIlaM (B MPOTHUBHOM ClIydae JIHOOBIE
omepanyy, COBEpileHHBIE ¢ wucnonb3oBanueM I[IMH-koma wmmu CVV-xona,
CUMTAIOTCs BEINOJIHEHHBIMHA CaMHUM Jep)kaTelieM KapThl W He MOIYT OBITb
OIPOTECTOBAHEI).

IIpu ucmonb30BaHNy OaHKOMATOB OTAABANWTE MPENNOUTEHIE TEM, KOTOpPEIE

YCTaHOBIIEHEl B 3alllUINEHHEIX MecTaX (HampuMep, B TOCYUPEXICHISIX, Obhucax
6aHKOB, KPYITHBEIX TOPTOBBIX IIEHTPAX).



ITepen UCIIONB30BaHMEM 0aHKOMATa OCMOTPHUTE €ro H yOeIHUTech, 4TO BCE
OIepallyy, COBepIIaeMble NPEIBIIYIINM KIHEHTOM, 3aBEpINEHB; YTO Ha
KIaBuaType W B MeCTe I IIpYeMa KapT HET IONONIHUTENBHBEIX YCTPOMUCTB;
obpamaliTe BHUMaHNe Ha HEUCIIPABHOCTH U ITOBPEXKIEHHUS.

Cosepias onepanyy, He IPUCIyIIUBaUTECh K COBETAM HE3HAKOMBIX JIIO et
Y HE IPUHUMAaNTEe UX TIOMOIIIb.

IIpu wcmons30BaHuM MOOHIBHOIO TenedoHa COOMIOmaiTe CJaeayronue
npaBuia:

- NP YCTaHOBKE IPWIOXKEHWU oOparmaliTe BHHMaHHe Ha IIOJTHOMOYMS,
KOTOpPEIE OHM 3alpalliBalOT. bynpTe 0COOEHHO OCTOPOKHEI, €CIH IMPIJIONKEHHUE
IIPOCHUT IIpaBa Ha YTCHUE aIpEeCHOM KHUIH, 0TIpaBKy CMC-coolieHui 1 JOCTYII K
cetu «MHTEpHETY;

- OTKJIIOYHTE B HACTPOMKAaX BO3MOXXHOCTH HCIIOJIB30BAHHS TOJIOCOBOTO
YIIPaBIICHNUS IIpU 3a0JI0KMPOBAHHOM DKpaHE;

IIpumensa cepsucel CMC-6anKa, cBepsiiTe pekBU3UTH onepanuu B CMC-
COOOIIEHMH C OJHOPA30BEIM IIapoiieM OT O(UIMANBHOrO HoMepa Oanka. Ecmu
PEKBHU3UTEL HE COBIIAJAIOT, TO TaKOH MapOJIh BBOIUTE HEIbL3S.

IIpu omnare yciryr xapTod B ceTd «MHTepHET» (0COOSHHO MPH MPHUBSI3KE K
PETYJAPHEIM IIaTeXaM WIM aKKayHTaM) TpebyeTcs Bcerja yUUTHIBATH BHEICOKYIO
BEPOSTHOCTE II€PEX0la Ha IIONNEIBHBIA CalT, CO3MaHHBIM MOIMEHHHKAMH IS
KOMITPOMETaIIU! KIMEHTCKUX NaHHEBIX, BKIIIOYas IIIaTeXHEIE KAPTOUHBIE JaHHEIE.

ITosTromy HeoOxomumo ofpamaTh BHMMaHWE Ha HEOOXOAUMOCTH
HCII0JIb30BaHMS TOJBKO IIPOBEPEHHBIX CaliTOB, BHUMATEIILHOTO MPOYTEHHUS TEKCTOB
CMC-coobimenuii ¢ KofaMu MOATBEPKACHNHN, TPOBEPKY PEKBU3UTOB OIIEPAIlHH.

JJIsT MUHMMH3aIUE BO3MOXKHEIX XHUINEHWH TP IPOBEISHUH OIepanuii ¢
UCIIOIb30BaHUEM CeTu «MHTEepHET» pPEKOMEHAYeTCs O(QOPMHTb BUPTYaAIbHYIO
KapTy C yCTAHOBJICHHEM pasMepa MHIUBHIYAFHOIO JIMMUTA, OIPaHUYUBAIOIIErO
Olepalyy Uil NaHHOTO BHAA KapThl, B TOM YUCIIE C MCIOJB30BAaHUEM APYTUX
0aHKOBCKUX KapT, BBIIYIIEHHBIX Ha UMs JEPIKATENS KapTEhL.

Korma 6ank cumMTaeT IOJO3PUTENBHEIM OLepalliy, KOTOPEE COBEPIIAIOTCS
OT VMEHH KJIMEHTa, OH MOXXET IO CBOeW HHUIMAaTHBE BPEMEHHO 3abI0KMpOBAaTh
noctym k cepsucaMm CMC-6anka u onnalin-kabuneTa. Eciu omepaiyy coBepIIeHsl
AepKareneM KapThl, A4 OBICTPOro BO30OHOBIEHWsI [OCTYIa K IEHEKHBIM
CpencTBaM NOCTaTOYHO MO3BOHMUTEL B KOHTAKTHEIM IIEHTp GaHKa.

B ciyuae cMenbl HOMepa MOOHIBHOrO TenehoHa HIM €ro yTepH —
CBSDKHTECh C OaHKOM JUIs OTKIIOYEHMS M OIOKHpOBKU moctyma k CMC-6aHKy u
3a0I0Kupy#TE CHM-KapTy, 06paTUBIINX K COTOBOMY OIEPaTopy.

IIpy BO3HMKHOBEHMM MaJeHINMX IIOIO3PEHMN HACYET MpeAIpHHIMAEMBIX
IIOTIBITOK COBEPLICHMS MOINEHHMYECKMX NEHCTBUM CIEAyeT He3aMeIIUTelbHO
YBELOMIIATE 06 3TOM OaHK.

B cBs131 C H3II0XKEHHBIM, IPOKYPaTypa BEICEIKOBCKOro pailoHa IIpe/araeT

HEYKOCHHUTEIJIBHO CO6JIIO]I&TI) INPUBEOCHHBIE B  HACTOSIIEM HaMSITKE U
PCKOMCHOAITHH.



